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Abstract In this paper we provide new families of balanced symmetric functions over
any finite field. We also generalize a conjecture of Cusick, Li, and Stdnicd about the non-
balancedness of elementary symmetric Boolean functions to any finite field and prove part
of our conjecture.
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1 Introduction

A function is said to be balanced if its values are equally distributed. This is a desirable prop-
erty for functions that are used in cryptographic applications. Much research has been done
on balanced Boolean functions and some of the ideas have been extended to characteristic
p>2.

Symmetric functions are functions whose values remain the same when the entries of
the inputs are permuted. These functions can be represented in compact ways, reducing the
amount of memory needed for storing and simplifying hardware implementations. Hence, the
use of symmetric functions presents advantages in implementation, specially in environments
with limited resources. In this paper we provide new families of balanced symmetric functions
over finite fields of any characteristic.
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In 2008, Cusick, Li and Stédnica [9] presented a conjecture about the non-balancedness of
elementary symmetric Boolean functions that can be phrased as follows:

Conjecture 1 (CLS, [9]) The only nonlinear balanced elementary symmetric Boolean func-
tions are those with degree k = 2! and n = 2'Y'D — 1 variables, where 1, D are positive
integers.

Conjecture 1 essentially states that there are very few balanced elementary symmetric
Boolean functions and gives precise formulas for the parameters n, k of these balanced
functions. In [4,8,9,11,15], several cases of this conjecture are tackled. All the advances in
proving the conjecture up to 2013 can be found in [15]. In 2015, many of the boundary cases
of Cusick, Li and Sténicd’s conjecture were shown to be true as reported in [3].

Some authors have been studying the balancedness of symmetric functions over finite
fields of odd characteristic. In [9,10,13] lower bounds on the number of n-variable balanced
symmetric functions over [, were presented, but no explicit new families of balanced sym-
metric functions were given. In 2015, Arce-Nazario et al. [1,2] generalized the conjecture of
Cusick, Li and Stanica on Boolean elementary symmetric functions to elementary symmetric
functions over [F,.

Conjecture 2 (ACR, [2]) The only nonlinear balanced elementary symmetric functions
over |, are those with degree k = pland n = p' D — 1 variables, where [, D € N, D # 1
(mod p).

After getting partial results on this conjecture, we realized that it could be generalized to
any finite field:

Conjecture 3 The only nonlinear balanced elementary symmetric Boolean functions over
F,q = p! are those with degree k = p' andn = p! D—1variables, wherel, D € N, D # 1
(mod p).

Conjecture 3 is an extension of Conjecture 1 because forg = p =2, D # 1 (mod 2)
implies that n = 2!+ D’ — 1, where D' = % is a positive integer, and hence we obtain the
original conjecture. Note that our conjecture only depends on the characteristic of the field,
not on the degree of the extension. Hence, if Conjecture 3 were true, for a fixed p, the number
of nonlinear balanced elementary symmetric Boolean functions over a field of characteristic
p is the same, regardless of the size of the field.

We used computers to verify Conjecture 3 for the following cases:

g=k=3, n<285,000

g=3, k=9, n<10,000
g=3, 2<k=<350, n<650
g=4, k=2, n<150,000
g=4, k=4, n<50,000
g=k=5, n <3000
3<p<l1l, 2<k<10, n<100.

In this paper we prove that the functions that are said to be balanced in Conjecture 3 are in
fact balanced. This provides new families of balanced symmetric functions for >, f # 1
and for any field of characteristic p > 2. We also show how the covering method of [6,7]
can be used to find many examples of specific families of non-balanced symmetric functions
that confirm the conjecture.
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2 Preliminaries

From now on, let p be a prime, ¢ = p/, [, be the finite field with ¢ elements, and IFq” =
{1 ox) | €Fyi=1,...,n}. Let x = (x1,...,x,). We use capital letters X; to
represent variables in polynomials or functions, and lowercase letters x; to represent the
elements of a set.

Definition 1 A function F : IFq” — [, is balanced if its values are uniformly distributed.
This is, if F' takes each value of I, exactly ¢"~ ! times.

The n-variable elementary symmetric function of degree k is

onk =0k (X1, X2, ... X) = Y XiXppooXp.

1<ij<iz<...<ix<n

To prove the balancedness of the functions prescribed by our conjecture we use the base
p expansion of non-negative integers and Lucas’ theorem.

The base p expansion of a non-negative integerk isk = k. p" +---+ka prrkip+ko =
(kyky—y1 -+ klko)p, where 0 < k; < p. The p-weight of k, s,,(k), is defined as the sum of the
digits in the base p expansion of k: s, (k) = ko + k1 + - - - + k;.. The exact p-divisibility of a
non-zero integer k, v, (k), is the exponent on the highest power of p dividing k. It is known

that
k —s,(k)

vp (k) = P 9]
The exact p-divisibility can be extended to Q via
a
v, (Z) = v,(a) — vy(b). )

It can also be extended to Q(¢), where ¢ is a p-root of unity. See [12,14] for more details.

Theorem 1 (Lucas) Let p be a prime, and let n be a positive integer with n =
(nyny_q-- -no)p. Let k be a positive integer less than n. If k = (kyky—1 - - -ko)p, then

. = - nj) (mod p),
(k> Jl_!)(kj

where (8) = 1and (Z/) =0ifn; <k;j.
J

The main tool that we use to prove the non-balancedness of some families of symmetric
functions is exponential sums.

2.1 Exact p-divisibility of exponential sums to prove non-balancedness

Let ¢ be a primitive p-th root of unity over Q, and Tr : [f;, — [, be the trace map. The
exponential sum associated to a function F : Fq” — F, is

S(F) = Z ;TY(F(X)).

n
erFq

If F is balanced, then F(x) = b € F, for ¢"! elements x ¢ F' and S(F) =
q"! _beF, (T = .
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If S(F) has exact p-divisibility a, one has that p@+! 1 S(F) and S(F) # 0. Hence, if we
can compute the exact p-divisibility of S(F), we are proving that F is not balanced.

The covering method for polynomials over the prime field IF,, was introduced in [6,7] as
an elementary method to compute exact p-divisibility of exponential sums. The elementary
statements obtained in these papers were extended in [5] to any field [f;, but their proofs are
not elementary. We now summarize the concepts and results that are needed for the proofs
in Sect. 4.

Definition 2 Let F(X) = a; F|+aF>+- - -+ay Fy € F,; [X] be a polynomial that contains
all the n variables, and the F;’s are monomials. A set C = {F\", ..., F\"} of powers of the
monomials in F is a (g — 1)-covering of F if, in the product F|" ... Fy", the exponent of
each variable is a positive multiple of ¢ — 1.

Remark 1 Some of the exponents v; of the monomials in the covering might be equal to
zero. Sometimes, if v; = 0, we do not include the monomial Fivi in the covering.

Example 1 Let
F(X) = X7X3X3 + X3 X3 X3 + X31X2 4+ X1 X3X2 e B[X), ..., Xs].
6 3 2 2
Then, ¢ = [(28x9)° (32}, &2 = {(xixd), (xixd?). o -
[(X?X%X%)Z , (X§X§)3} are some of the 6-coverings of F.

A (g —1)-covering of a polynomial F = a| Fi+ay F>+- - -+ay Fn always exists: we can
take as covering the set C = {qu_l, R F;\I,_l ] The size of the covering C is ZZNZI sp (vi).

The covering is minimal if for any other (¢ — 1)-covering C' = [Flvl, ce F;\),N} of F,

Zf\]:l Sp (vl’) > ZlNzl sp (v;). We denote by «,_1(F) the size of a minimal (¢ — 1)-covering
of F.

The next lemma is a generalization of [6, Lemma 2.2 ]. We do not include the proof here
because it requires some more background and we want to keep the focus of the paper on
Conjecture 3. A proof can be found in [5].

Lemmal Let F(X):F, — F,, F =a1F| +aF,+ -+ aynFy be a polynomial with
coefficients in F,. Suppose that each minimal (g — 1)-covering C; = {F|"', ..., F\"} of
F is such that each monomial has at least two variables that are not included in any other
monomial of C;. Let Cy, . .., Cc be all the minimal (q — 1)-coverings of F. If r; is the number
ofvij=q—1forj=1,..., N, then

N Vij
[Mj=19;

l_['Jij#q—l o (ij) 70 (mod p)

_ _ i C (1) /i
vp (S(F)) —Kq—l(F)/(p 1) lf Zi:l( 1)
> kg1 (F)/(p — 1) otherwise,
where p(k) = kolk1!-- -kl withk = ko +kip + -+ + k pl.

Remark 2 Since S(F) € Q(¢), we are working with the extension of v,(-) and v, (S(F))
might not be an integer.

Example 2 Consider the polynomial F of Example 1. The size of C; is 9, the size of C; is
4, and the size of C3 is 5. The unique minimal covering of F is C,. Note that (XfXg X%)2
contains the variables X,, X3, which are not contained in (X lXng)z, and (X 1X2X§)2

@ Springer



New families of balanced functions 697

. . . . . 2
contains the variables X4, X5, which are not contained in (X %X 3 X g’) . Therefore, the exact
p-divisibility of F is £.
The next example shows that, if we drop the condition of each monomial in the covering

having at least two variables that are not contained in the set of other monomials in the
covering, we cannot guarantee exact p-divisibility.

Example 3 Consider F(X) = X1 X2+ X1+ X2+ X3 € B [X1, X2, X3]. The unique minimal
covering of F is C = {X X7, X3}. Note that, since S(F) = 0, we have v, (S(F)) # 2, even
with F having a unique minimal covering.

3 New families of balanced symmetric functions

In this section we provide new families of balanced symmetric functions for fields of any
characteristic. This includes extension fields of characteristic 2 and hence extends the results
in [9]. We first prove that all the functions that are said to be balanced in Conjecture 3 are in
fact balanced.

Throughout this section, let k = p’ andn = p'D — 1, where [, D € Nand D # 1
(mod p). We begin with a lemma regarding the number of terms (}) = (” : g,_l) in 0, 1. The
lemma applies to any D € N, but our usage will be restricted to D # 1 (mod p).

'D—1
(p ; )ED—l (mod p).
p

Proof Let D —1 =a+ hp,where0) <a <p—1,h € Z.Then,a = D — 1 (mod p), and,
by Lucas’ theorem,

p'D—1 hp!T +ap! + (p' = 1) a D—-1
= = = (mod p).
(=)= 0= 00

We need another preparatory lemma.

Lemma 2 We have

Lemma3 For1 <r <k—1,wehave (;_7) =0 (mod p).

Proof Since D > 1, we can write D = D’ + 1 for some D’ € N. Then,

n—r\ _ p'D+ (p—r—1)
G=)=("7 )

and, to apply Lucas’ theorem, we need to compare the base p expansion of p! — r — 1 and
pl—r.

Let p! —r = bj_1 p' V4 by_op' =2+ -4b; p, where b; # 0.1fi = 0, then, p! —r—1 =
b1,1p1_1 -f—b[,zpl_z + -4+ bg—1.1Ifi > 0, then, pl —r—1= blflpl_l + b1,2p1_2 +
sk (bi = D) piHai_1pi +- -+ aip+ (p—1). In any case, there is a digit in the base p
expansion of p! —r — 1 that it is smaller than the corresponding digit in the base p expansion
of p! — r. Therefore, (}_") =0 (mod p). o

The key to prove that the functions in Conjecture 3 are balanced is Lemma 5 below, which
relates oy k (X1 + o, ..., Xy + @), € F,too, k (X1, X2, ..., X,). Toprove Lemma 5 we
need Corollary 1 which follows from the following known result about elementary symmetric
functions.
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698 R. A. Arce-Nazario et al.

Lemma 4 (Vieta) Let A € F". Then,
m
l_[ ()\ - X]) = )\m - GM,I)"m_l + Gm,z)\m_z +---+ (_l)maln,m-
j=1

Writing [T/, (0 = X;) = X7 (=) x"=Jay, ;, and letting [T (Xj+a) =
(D" [T} (- = X), we get

Corollary 1 Let o € If;. Then,
m
1_[ (Xj +Ol) = Zam_famyj.
j=1 j=0
Lemma 5 Leta € If;. Then,
ok (Xi+a..... Xy +a) =0 (X1..... Xp) + (D — Do
Proof Expanding

ok (X1 +oa,..., Xy +a)

> (Ku+e) (X +a) - (X )

I<ii<--<ip<n

k k k
=T, +@) + [T (Xai, + @)+ + [ (X@y, + )

j=1 j=1 j=1
3)

where X hij is the variable X; i in the 2~ monomial of the sum in (3). Hence,

k
or (X1 +o,.... Xy +a)= Zak_foj (X1is v X1ip)
j=0
k
i
+...+Za J(Tj (X(Z)il""’X(Z)ik)' 4)
j=0

For j = 0 we get a term o in each of the (4) terms of (4); which adds to (Z)ak. Also,
for j = k, we get a term oy (Xpi, . ..., Xpi) for each 1 < h < (}): which adds to oy, 1.
Therefore, by Lemma 2,

n
o (X1 4a,.... X, +a) :an,k+<k>a"+H

=onx+ (D -1k +H,

where H are the terms in (4) with 0 < j < k. We now see that H = 0 in IF,,.

Firstnote that X;, - - - X;, isamonomialin H ifand only ifitisatermino, (Xh,-l, R Xhik)
forsome 1 < h < (’,:) and r < k. This happens if and only if X;, --- X;, divides a term of
on k. The number of times that the term X;, - - - X;, appears in H is the number of terms in
on k that are divisible by X;, - - - X; . This is the same as the number of ways to choose k — r
variables from n — r variables to obtain monomials of degree k with no repeated variables:
(3="). This implies that the coefficient of each monomial in H is a multiple of (;}), and,
by Lemma 3, H = 0. O
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New families of balanced functions 699

Lemma6 Let o, € F,. If (a1 +a,...,ap+a) # (a1+B,...,a,+p), then
or(ar+o,....,ap+a) Zox (a1 +B,...,an + B).

Proof Suppose oy (a1 +«, ...,a, +a) =0y (a1 + B, ...,a, + B). Then, by Lemma 5,
(D — Do = (D — 1)~

Since pt (D — 1) and k = pl, we have that (¢ — ,3)”[ = 0inF,. Therefore, « = B and this
is a contradiction. O

The next theorem proves that the functions predicted in Conjecture 3 to be balanced
are in fact balanced. The theorem provides new families of balanced elementary symmetric
functions for s, f # 1 and for any field of characteristic p > 2.

Theorem 2 Let k = p' and n = p'D — 1, where D # 1 (mod p). Then, the function
Onk: Fq" —> [, is balanced.

Proof Let (a1, a1z, ...,amm) € ]Fq" and A} = {(a1 +a,anp+a,...,a;,+a) | o €
F,} < IE‘q”. Then, by Lemma 5,

ok (@i + o, ..., a1, + o) =oui (an,...,a) + (D —ak.
By Lemma 6 all oy (a1 +«, ..., aj, + o) are different for each @ € ;. That is,

Vi={ok(an+a,....,am+a) |a e F} =T,

Now consider Ay = {(a1+a,an+a,...,a+a) [@a€F} < F', where
(a1, a2, ...,ax;) ¢ Ar. Note that A| N Ay = (. Similarly,

Vo= {ok(a21+oz,...,azn+0!) |0‘€EI}=EI'

Continuing this process until U; A; = IFq", we get q”’l sets V;,

n—1
{Gk(al,---,an) | (a1, ..., apn) E]Fq"} =ul_,

and each element of F; appears ¢"~! times as an image of on k. This implies that oy,  is
balanced. O

The composition of the trace function with elementary symmetric functions provides more
new families of balanced symmetric functions for the cases covered by Theorem 2.

Corollary 2 Let k = p' and n = p'D — 1, where D % 1 (mod p). Then, the function
Tr(onk) : IFq" —> F, is balanced over I, (each value of I, is assumed p”f -1 times).

4 Families of non-balanced elementary symmetric functions

The covering method of Sect. 2.1 can be used to find many examples of specific families
of non-balanced elementary symmetric functions. In this section we present some of these
examples.

Proposition 1 Let n = mk, and o,, ;. an elementary symmetric function in If;. Then,

= fm msp (k) + s, (m) = s,(mk) +m,
> fm + 1 otherwise.

Vp (S(a,,,k)) is {
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700 R. A. Arce-Nazario et al.

Proof 1t is easy to see that any set of the form
-1 -1
Ci = {(XiIIXiIZ"'XiIk)q EREEE (Xileimz"'Ximk)q }v

where the X; aXip o Xy have disjoint support, form a minimal (¢ — 1)-covering of oy, x.
Since g — 1 = (p— D(1+p+---+p/~1), we have s,(¢ — 1) = (p — 1) f, and
kg—1(on k) = (p—1) fm.

ByLemmal,v, (S (O'n,k)) = fm ifandonlyifozl(—l)fm =c(—=1)/™ 20 (mod p),
where c is the number of minimal (¢ — 1)-coverings. A simple counting argument shows
that the number of minimal coverings of o, x is

I [ B

m! T (kYmm!

(&)

C =

Now, c(—1)/™ 0 (mod p) if and only if v, (W) — 0. Using (1),

3

u( n! )_msp(k)—l—sp(m)—sp(mk)—m
P\ ktymm! ) — p—1

and therefore v, (S(0,k)) = fm if and only if ms, (k) + s,(m) —s,(mk) —m =0. O

Corollary 3 Letn = mk. Then oy i is non-balanced over Iy if ms, (k) +s,(m) = s, (mk) +
m.

Example 4 Let n = mk. Then o, x is non-balanced over I, whenever k = p*,orn < p, or
m < p and ms, (k) = s, (mk).

Proposition 2 Letn = mk +k — 1. If n < g, then o, x is non-balanced over ;.

Proof The proof is similar to the proof of Proposition 1. Just note that the minimal (g — 1)-
coverings of o, ; have the form

—1

Ci = [(Xi|]Xi|2"-Xi1k)q ,-~-,(X Xl-mz'”Ximk)qil’

iml

4 . . q-1
(Xl(m+1)1 Xl(m+1>2 T Xl(m+1)k) }’

where the X;;, X;, - - - X j, have disjoint support and the number of minimal coverings is

ij1
. kmn!
T 2ml (k)™ (k — 1)
Since n < p, p does not divide any factor of ¢, v,(c) = 0, and therefore v, (S(on.x)) =
f(m + 1) and o, & is not balanced. O
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