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Abstract—Linear complexity is a measure of how complex a
one dimensional sequence can be. In this paper we extend the
concept of linear complexity to multiple dimensions and present a
definition that is invariant under well-orderings of the arrays. As
a result we find that our new definition for the process introduced
in the patent titled “Digital Watermarking” produces arrays with
good asymptotic properties.
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I. INTRODUCTION

The media and entertainment industry is asking for wa-
termarks for synchronized video-audio applications and there
have been proposed constructions by Moreno and Tirkel,
see [1], [2]. Therefore from an applied point of view our
abstract is talking of how we can provide a theory of how
secure are the Moreno-Tirkel arrays (or any other multidimen-
sional array). In other words, we are building the foundation
for a theory of security for multidimensional watermarks.
This is extremely important for the media and entertainment
industry. The Moreno-Tirkel 3D arrays are constructed using
the method of composition. A family of doubly periodic shift
sequences is constructed with constrained auto and cross-
correlation. In these shift sequences the array length and
width are relatively prime, so they can be converted into
equivalent one dimensional sequences sequences using the
Chinese Remainder Theorem. But, applying the theory of
Groebner bases, other dimensions can be used as well. Such
sequences have linear complexities between L/2 and L, where
L is the sequence length. High linear complexity is desirable
for video watermarks because there are always parts of a video
which have low contrast within a frame or have regions which
change slowly with time. This exposes sections of a watermark
to an attacker, who may try to reverse engineer the whole
watermark from such sections. Therefore it is very important to
examine our results in linear complexity and their implications,
and to use watermark sequences with as high complexity as
posible. In this paper we are introducing a method to obtain
the complexity of sequences for multimedia applications. The
paper is organized as follows: Section II describes the construc-
tion of two dimensional logarithmic shift sequences and how
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they are used to shift a Sidelnikov column sequence to produce
a 3D watermark array. Section III explains how an exponential
shift sequence can be employed to shift a 2D Legendre array
to produce a 3D array. Section IV discusses linear complexity
issues for multidimensional watermark arrays, and Section V
summarizes the results.

A. Notation

From now and on, p denotes a prime and ¢ = p” is a prime
power. We denote F;, the finite field of ¢ elements. For ¢ = p,
we identify the elements of the finite field by integer numbers
in the range {0, ...,p—1} and vice versa. For F,, we consider
the elements F, = {£o,&1,...,&—1} using an ordered basis
{71,...,%} of Fy over F,, for 0 <n < g,

§n =m171 +noy2 + 0+ ey
if

n=ni4+nop+---+npH 0<n; <p, i=1,...,m

Using this order, it is easy to relate the elements of a finite
field with an r—dimensional array. The multiplicative group
of any finite field is cyclic, so for any generator (also called a
primitive element) o € F, and 0 # 3 € F, we let s = log,, 8
be the unique integer 0 < s < g — 1 such that o® = .

II. LOoG MAP IN MULTI-DIMENSIONAL GRIDS

The process of constructing 3D arrays is illustrated in
Figure 1. The top left table 1(a) shows the powers of a primitive
element in Fg raised to all its powers in the grid format. The
vertical arrow shows a logarithmic mapping of the original
grid table. This resulting shift array can be used to shift a
column sequence of length 8, a Sidelnikov sequence, directly
below the shift array. Sidelnikov sequences are chosen for their
good qualities, see [3] for definition and a study of its linear
complexity.

The shift array and the column sequence are used to
generate a three dimensional array, shown in solid form below.
The array is generated by first placing a column of length 8
below every entry in the grid. The column contains all zeros if
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Fig. 1. 3 dimensional Moreno-Tirkel array using logarithmic maps

the entry is not defined and otherwise contains a solitary entry
of one (i.e. an impulse column) in the position determined by
the entry in the corresponding grid location. This is illustrated
in Figure 1(d). The right side of the figure, 1(e), shows the
impulse column being replaced by a commensurate Sidelnikov
sequence. This produces a 3D watermarking array over +1,-1,
and 0. The array in Figure 1 is solitary, so by itself it does not
address the requirement of delivering large families of arrays
with low off-peak autocorrelation and low cross-correlation.
There are several ways of modifying and extending the method
used to construct two dimensional arrays, to produce families
of three dimensional arrays. The resulting three dimensional
arrays differ in their size and shape, the family size and
correlation values.

Take, A, B,C € F 2, with A # 0 and define the family of
sequences,

sAPC —log (A2 + B&+C), i=0,...,p° = 1. (1)

In this family, two different shift sequences s4%¢ and

54 B are equivalent if the arrays they generate are multi-
periodical shifts of each other. The number of non-equivalent
classes is approximately p?. A watermarking array is con-
structed by using s; belonging to each coordinate on the grid to
cyclically shift a binary Sidelnikov sequence of length p? — 1.
Our construction using the quadratic shift as in (1), guarantees
that no more than 2 such Sidelnikov columns can match and
therefore the worst case autocorrelation and cross-correlation
is of the order of 2p2.

III. EXPONENTIAL MAP ON A GRID

The log, function defines a bijection between the sets
{1,...,p" — 1} and {0,...,p" — 2}. The digits in base p,
as in coding theory, represents a vector with r coordinates.

First, consider a shift sequence s; = o' which generates
a solitary array. An example of such a construction over Fy
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Fig. 2. 3D Moreno-Tirkel array generation using an exponential map

is shown in Figure 2. The grid coordinates are used to shift a
3 x 3 Legendre Array described in [4]. Figure 2(a) shows the
elements of Fg on the two dimensional grid. Figure 2(b) shows
the grid coordinates for ascending powers of «, which is to be
used as a two dimensional shift sequence. Figure 2(c) shows
a 3x 3 Legendre array, which is commensurate with the shift
sequence. Figure 2(d) depicts the complete three Dimensional
array constructed plane by plane.

IV. LINEAR COMPLEXITY

In order to be useful in security applications, such as
digital watermarking and cryptography, the arrays need to
be robust to attack. An attacker can have access to parts
of the array and attempt to reconstruct the rest of the ar-
ray by linear algorithms such as the Berlekamp-Massey. For
one dimensional sequences, a measure of linear complexity
is simply the degree of the minimum recursion polynomial
which can be used to construct the sequence, see [5]. Linear
complexity was extended to cover multisequences and a survey
of work related to the linear complexity of multisequences was
presented in [6], but the generalization to the multidimensional
setting is what we are doing here. The purpose of this paper
is to introduce a general and invariant measure of the linear
complexity of arrays in any number of dimensions.



The set of all polynomials that generate the sequence
form a polynomial ideal. The minimum recursion polynomial
generating the sequence is a generator for the ideal and its
degree is also the number of monomials that are not lead
monomials of any element of the ideal. The polynomials in the
ideal are “valid” for the sequence (or one dimensional array)
as we will describe below.

The natural generalization of the concept of linear com-
plexity for multidimensional arrays is the number of mono-
mials that are not lead monomials of any element of the
ideal of “valid polynomials” for the array. However, in the
multidimensional case this ideal is generally generated by more
than one multivariate polynomial and we need a theory that
guarantees invariance in the number of monomials that are
“excluded” as leading monomials of the polynomials in the
ideal. The theory of Groebner bases provides this invariance.

Sakata in [7] studied the relation between periodic ar-
rays, linear recursion relations and ideals. We now review
the necessary concepts to present a definition for the linear
complexity of a multidimensional array. Let Z; denote the set
of nonnegative integers and let ¥y = Z{. An r—dimensional
array over a field Fy is a mapping s : I' — F,, I' C X
and it is written as s = (s,), where s, = s(a), a € T, is
the “value” of s at «. We consider a monomial ordering <,
on F,[X,..., X,], the r-variate polynomial ring over F,. We
will look at linear recursion relations which are satisfied by the
given array. This can be represented by r-variate polynomials.
Any such polynomials can be written as: f = Zaezo fa X9,
or using the concept of support, f = ZaEwpp(f) fa X, where

supp(f) = {a € Zo | fa # 0}

The maximum element with respect to <, is called the
lead exponent and is denoted by le( f). The monomial X ‘()
is the lead monomial of f. The polynomial f gives a linear
recursion at sy, if le(f) < k, where < denotes the partial order
defined by < in all the components in X, and

Z JaSatk—te(s) = 0. 2

aesupp(f)

If a polynomial f satisfies ZaEsupp(f) JaSatk—ie(ry = 0 for
all k € Xg with le(f) < k, then we say that the polynomial
is valid for the array s. The set of all polynomials f that are
valid for a fixed array s are denoted by VALPOL(s) and is
an ideal of Fo[X1,..., X,].

A Groebner basis for an ideal I is a set of polynomials
G = {g1,...,q1} such that if f € I, then there exists g; €
G such that le(g;) < le(f). We can define the set le(l) =
{le(f) | f € I}, and the complement of this set is called the
delta set, the excluded point set or the footprint. Hence,
the delta set corresponds to all the monomials which are not
lead monomials of the elements in the ideal I. The delta set
depends on the chosen monomial order <. but the size of the
delta set does not change with the order chose, hence it is
invariant.

If s is a multidimensional periodic array with period
vector (1y,...,T;), then VALPOL(s) contains the polyno-
mials XlT T—1,... ,X,.TT — 1 and therefore the delta set of
VALPOL(s), A(s), is finite. We are now ready to define
the linear complexity of a multidimensional array s as the
number of elements in A(s).

There are several algorithms to compute Groebner bases for
the ideal of linear recursion relations VALPOL(s) and hence
A(s). For example, Sakata describes in [8] an algorithm for
this calculation. The algorithm is an extension of an earlier
2D version [7] which has been used for decoding algebraic
geometry codes, see [9], [10]. The thesis of Rubio [11] also
contains an algorithm that computes a Groebner bases for
VALPOL(s) by reducing a matrix whose rows consist of
mappings of the array s. Rubio’s algorithm is an analog of
an algorithm, due to Moss Sweedler and Lee Taylor, for
the computation of Groebner bases for 0-dimensional ideals
without necessarily knowing a basis for the ideal.

For completeness, we outlay here how to calculate the
linear complexity of a multi-dimensional arrays.

1)  Choose a monomial ordering <.

2) Compute a Groebner basis with respect to <, for
VALPOL(s), the ideal of linear recursion relations
in the array s, using Sakata’s algorithm or Rubio’s
analog to the Sweedler-Taylor algorithm.

3) The set of exponents of monomials that are not
multiples of the lead monomials of the elements in
the Groebner basis form the delta set A(s).

4)  The linear complexity of the array s is the number
of elements in the set A(s).

Remark: The delta set, A(s), depends on the monomial
ordering that has been chosen. However, the size of A(s)
(which gives the linear complexity of the array) depends only
in the ideal and not on the set of generators and hence is a
numeric invariant, see [12].

A. Known construction

Arrays of dimension 2 have been analyzed directly with
respect to their linear complexity using the Groebner bases
method, and we have done this in cases where the array dimen-
sions are relatively prime. This was achieved using the Chinese
Remainder Theorem (CRT) as described in [1]. CRT converts
two dimensional arrays into one dimensional sequences. Then,
the one dimensional sequences can be analyzed with regard
to their linear complexity, using the Berlekamp-Massey algo-
rithm. The delta set for the sequence contains the monomials
of degree less than the degree of the recursion polynomial
obtained by the Berlekamp-Massey algorithm. Note that since
the Groebner bases method leaves invariant the number of
elements in the delta set, for any ordering of the monomials
this establishes that cases of dimensions 1 and 2 give the same
linear complexity when the CRT method can be applied.

A reverse process to CRT, called folding can be applied to
convert one dimensional sequences into two dimensional ar-
rays. Sequence families constructed using Bent, Small Kasami,
No-Kumar, Generalized No-Kumar, Gold, and Kerdock can be
folded into two dimensional arrays. These have known linear
complexities. The Moreno-Tirkel arrays are two dimensional
constructions of the type described previously (3D examples
given above) except that their dimensions are relatively prime.
Their construction is explained below. Their linear complexity
is obtained by using the CRT to convert them from two
dimensions to one, apply the Berlekamp-Massey algorithm; the
complexity is the degree of the recursion polynomial obtained,
which is the size of the delta set of the sequence.



Fig. 3. Examples of Moreno-Tirkel arrays

Fig. 4. Moreno-Tirkel construction with family C

B. Moreno-Tirkel arrays

Family A is obtained by applying an exponential quadratic
shift sequence to commensurate columns as described before.
Families B and C are obtained by applying a similar process
to a rational function cycle through a finite field, see [1] for
more details. Figure 3 shows the array form (19 x 18) of a
sequence obtained from Family A, an array (19 x 20) from
Family B, and a (15x17) array from Family C, where the rows
have been substituted by binary Legendre sequences of length
17. These are the closest values to compare with the array
format (15 x 17) of the previously known constructions. Note
that there are no apparent symmetries. The array of Family
C is obtained by transposing the original shift array before
substitution. This can be done because the original array has
at most one dot per column and exactly one dot per row. The
process is shown in Figure 4.

V. RESULTS

Using the methods just described, the linear complexity
for the known CDMA sequences and the three families of
Moreno-Tirkel constructions with Legendre sequence columns
have been analyzed and the results are presented in Table I.
The comparison has been restricted to sizes for which all con-
structions exist, so that a quantitative comparison between the
constructions can be made. We normalize the linear complexity
dividing by the length of the sequence, which we denote by L.
This way, we are making a fair comparison between sequences
of different lengths.

Note, that the Moreno-Tirkel arrays are available in many
more sizes than the classical counterparts. Also, note that some
of the arrays can be folded into higher dimensions e.g. 255
can be folded into 15 x 17 or 3 x 5 x 17, 1023 can be
folded into 31 x 33 or 31 x 11 x 3, and 4095 can be folded
into 63 x 65 or 7 x 9 x 65 or 7 x 9 x 5 x 13 or various
other two, three, or four dimensional arrays. It is evident that
the Moreno-Tirkel families are the only ones to have high
linear complexity, and that this complexity remains high as
the array size tends to infinity. We remark that the linear
complexity in one-dimensional and multi-dimensional arrays

Family/Length 255 1023 4095 Assymptote
Bent [14] 0.125 - 0.018 ~ 0
Small Kasami [15] 0.047 0.015 0.004 ~ 0
No-Kumar [16] 0.23 0.15 0.03 ~ 0
Generalized N-K - 0.13 - ~0
Gold [17] 0.06 0.02 0.002 ~0
Kerdock [18] 0.15 0.05 0.01 ~ 0
Moreno-Tirkel (A) 0.5 0.5 0.98 T
L =342 | L =930 | L =4922
Moreno-Tirkel (B) 0.98 0.46 0.97 f
L =380 | L =992 | L =4556
Moreno-Tirkel (C) 0.47 - - I
L =255
TABLE T. LINEAR COMPLEXITY CALCULATIONS

can be computed in polynomial time in the size of the delta set,
so sequences with small delta set can be predicted. Therefore,
the Moreno-Tirkel arrays are inherently more secure when
used as arrays for watermarking or as sequences for wireless
communications. Observation: For Family A and C of the
Moreno-Tirkel construction, the recursion polynomial of the
long sequence is obtained from that of the column sequence by
raising each term to the power equal to the number of columns
in the array. Example: Consider the array of Figure 4(c). The
column is a binary Legendre sequence of length 17:

0,1,1,0,1,0,0,0,1,1,0,0,0,1,0,1, 1.
Column recursion polynomial:
S+’ bt a4
Recursion polynomial for the long sequence:
2120 4 2105 4 290 4 60 L 030 | 15 4
The number of columns in the array is 15.

Result 1: Our new definition for the process introduced in
the patent [13].

Result 2: We extend the concept of linear complexity to
multiple dimensions by presenting a definition that is invariant
under well-orderings of the arrays, including the Chinese
remainder process, as conjectured in [1]. !
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