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Abstract

Secure Socket Shell, or SSH, is a network protocol that provides ad-
ministrators with a secure way to access a remote computer. Secure Shell
provides strong authentication and secure encrypted data communications
between two computers connecting over an insecure network such as the
Internet. SSH is widely used by network administrators for managing
systems and applications remotely, allowing them to log in to another
computer over a network, execute commands and move files from one
computer to another.

The main tool used for this research is called Bro Network. Bro is a
passive, open-source network traffic analyzer. It is primarily a security
monitor that inspects all traffic on a link in depth for signs of suspicious
activity. More generally, however, Bro supports a wide range of traffic
analysis tasks even outside of the security domain, including performance
measurements and helping with trouble-shooting.

1 Introduction

For this research, the main approach was to install inside a virtual environment
the Bro Monitoring System and set up, using Vagrant, a main node which will
be the one monitoring its leaves. After setting this up, then create a Python-
based script using the module Paramiko to SSH-Brute Force the leaves. Then,
the main node should be able to detect this, with the help of TCPDump, and
create a log with all the SSH tries to later on take the necessary steps to deal
with this problem.
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2 Methodology and Tools Used

The tools used for this research were: TCPDump, Python, Paramiko, Vagrant
and Bro Monitoring System

1. The first approach used for this research was to install the Bro Monitoring
System inside Hulk. This was a complete fail at first, because the install
for this IDS needs root access which can be dangerous when experimenting
in a server that it is used daily by other researchers.

2. The second approach of installation was to use a personal MacBook Pro.
While installing this inside a personal machine, it only installed most
of the files and could not execute the monitoring when using ’Broctl’,
the application inside Bro that monitors the workers, the proxy and the
children nodes.

3. The last approach for installation was to use Vagrant. Vagrant is a
tool for building complete development environments created by Mitchell
Hashimoto in 2010. When using this, we had to set up the VagrantFile
that configures how many virtual environments it will be running and the
hierarchy of each of these nodes. Dividing them by main node, proxy
node and children node. Figure 1 shows how the VagrantFile configures a
multi-machine, each with different private IP addresses.

Figure 1: Configuration file provided by Vagrant

4. Vagrant was installed successfully with 3 environments running Ubuntu
12.04 LTS 64-bit. The purpose of this was to designate a main node with
2 children and install Bro Network inside this main node and monitor the
2 children. To use this we just needed to do ”Vagrant up” and all the
machines will be ready to access and then ”Vagrant ssh *” where * is the
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name of the machine you want to SSH. Figure 2 shows the process used
inside the personal machine.

Figure 2: Starting up Vagrant

5. The next steps will be a simple guide on how to install Bro inside the
Ubuntu 12.04 LTS 64-bit.

(a) We need to install all the dependencies. Make sure the OS is up-to-
date.

sudo apt-get install cmake make gcc g++ flex bison

libpcap-dev

libgeoip-dev libssl-dev

python-dev zlib1g-dev

libmagic-dev swig libgoogle-perftools-dev

(b) Then we create a directory that will save the logs created by Bro:

sudo mkdir -p /nsm/bro

(c) For the main installation:

cd ~

wget https://www.bro.org/downloads/release/bro-2.4.1.tar.gz
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tar -xvzf bro-2.4.1.tar.gz

cd bro-2.4.1

./configure --prefix=/nsm/bro

make

sudo make install

export PATH=/nsm/bro/bin:$PATH

(d) Now we need to set up the multi-machines by hierarchy:

sudo vim /nsm/bro/etc/node.cfg

Figure 3: Configuring the nodes

(e) Lastly, we install BroControl for the active monitoring:

sudo /nsm/bro/bin/broctl

install

exit

4



Figure 4: Installing BroControl and status of the nodes

6. After this, installation was successful inside the main node. Many tries
later, it was noticed that the permissions when monitoring one machine
from another one were getting complicated and after troubleshooting with
the Bro Network team on-line, an advice given by one of the staff was to
monitor the machine from itself. This was the setup that started to work
when ’Broctl’ was activated.

7. Now that we have a successful Bro installation inside the Vagrant environ-
ment using Ubuntu, a script using Python and the module Paramiko has
to be created in order to ’attack’ by SSH the child node (which is also the
parent node). The script created to do the testing can be seen in Figure
6 and an example of how it works on Figure 5:

Figure 5: An example of how the Python-based script works
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Figure 6: The script used for testing SSH using a dictionary attack

8. When the script was created, after reading the documentation of Bro
Network, the approach of manually analyzing the logs was the best to
go because the monitoring used by BroControl uses every script possible
instead of the ”detect-bruteforcing.bro” which is the script capable of an-
alyzing the brute force using SSH. TCPDump comes to play when trying
to do it manually because we need a .pcap file.

sudo apt-get install tcpdump

9. In this part, the testing actually begins. The first step is to start attacking
using the script created:

python attack_ssh.py

Enter Address: 10.1.1.10

Enter UserName: vagrant

Which dictionary?: input_file
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10. Later, we use this command to create a .pcap file that contains the ssh
connections and the ”tries”:

sudo tcpdump -i lo -w mycap.pcap

In this instruction we tell the parameter -i to take the interface lo which
is the local host and then create a .pcap file called ”mycap.pcap”.

11. Now, we need to take this .pcap file and run the detect-bruteforcing.bro
script inside the directory ”../protocol/ssh”:

sudo /nsm/bro/bin/bro -Cr mycap.pcap

/nsm/bro/share/bro/policy/protocols/ssh/detect-bruteforcing.bro

12. After using this, we will have an ”ssh.log” that contains all the brute force
SSH connections based on the .pcap file created by TCPDump.

Figure 7: The output of ssh.log after the attack

As we can see in Figure 7 there are references to the tools used for at-
tacking, paramiko. This could be useful in the future to create or edit the
already existing script for detecting bruteforcing and either ban, grant
access, etc. to these types of tools when accessing a machine.

3 Future Work

For the next semester, the proposal is to use this data to create a machine
connected to the Science DMZ and let it monitor for these types of attack. This
can only be done if we can fix the problem of creating multi-machines inside
Vagrant and monitor them from the main node. Also, these finds can be used
to recreate the same tests when using other protocols like http, ftp, ssl, etc.
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4 Conclusion

The use of Bro Network, even though it complicates simple tasks since it is
mostly designed for programmers, is essential when trying to make an intrusion
detection system that monitors the network traffic live. This test was done with
semi-live data but the actual logs created are on the /nsm/bro/logs, which saves
all the logs after using all the scripts possible. This test was created so that we
can see that this script works and then edit it based on the need. The use of
Vagrant was a must when trying to install an IDS like this since we want to test
with specific packets without other network junk that could confuse the testing
in any way.

5 Acknowledgement

This work is supported by the scholarship Academics and Training for the Ad-
vancement of Cybersecurity Knowledge in Puerto Rico (ATACK-PR) supported
by the National Science Foundation under Grant No. DUE-1438838.

References

[1] The Bro Network Security Monitor

https://www.bro.org/index.html

[2] Vagrant

https://www.vagrantup.com/

[3] Paramiko

http://www.paramiko.org/

[4] SPLOIT: How to Make an SSH Brute-Forcer in Python

http://null-byte.wonderhowto.com/how-to/sploit-make-ssh-brute-forcer-python-0161689/

[5] TCPDump

http://www.tcpdump.org/

[6] Bro Cluster using Vagrant Issues

http://comments.gmane.org/gmane.comp.security.detection.bro/9326

8


